Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

2020 Arsrapport Elnat

Kraftringen Nat AB

Signatur: Checksumma: FC-9F-5C-9E

2021-05-24 15:20 1/23



Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Forvaltningsberattelse

Forvaltningsberattelse (*=obligatoriska uppgifter)
* Koncessionsnummer:

644T, 401BG, 712AD, 863AB, 401BE, 2974CB, 70350, 7035P

* Allmant om verksamheten:

Kraftringen N&t AB har till &Andamal fér sin verksamhet att bedriva distribution av el och naturgas inom sina koncessionsomraden
samt att dga och forvalta fastigheter och anlaggningar for detta andamal. Foretaget bedriver distribution av el inom sina
koncessionsomréden vilket omfattar stérre delen av kommunerna Lund, Lomma, Eslév, Horby, Klippan, Astorp och Torsds samt
delar av kommunerna Hoor, Svalov, Sjobo, Kavlinge, Bjuv, Angelholm, Orkelljunga, Emmaboda, Kalmar, Lessebo, Karlshamn,
Karlskrona, Ronneby och Tingsryd. Bolaget bedriver ocks& gasnatsverksamhet i framforallt Lund och Lomma kommun.

* Vasentliga handelser under och efter rakenskapsaret:

Eldistributionen paverkades framst av stormen Laura som intréffade i mars.

Samhallets anpassningar for att minska smittspridning av Covid-19 har paverkat manga av véra kunder och leverantorer.
Paverkan pa Kraftringens egna energileveranser och den finansiella utvecklingen har hitintills varit begransad.
Kraftringen har klarat det genom att anpassa verksamheten och underlatta for vara kunder dar det varit majligt. Vi har
bland annat isolerat vara produktionsanlaggningar for kritisk personal, begransat fysiska besok till vara kontor och
kundservice, stallt om till digitala méten och distansarbete, arrangerat digitala kundevent och sponsrat det lokala
naringslivet. Med hansyn till Kraftringens samhaéllsviktiga funktion har manga anpassningar gjorts i nara samrad med
kommunal verksamhet och andra samhaéllskritiska organisationer.

* Egna aktier:

Foretaget har inga egna aktier.

* Flerarsoversikt

2020 2019 2018 2017 2016
Nettoomsaéttning exkl. punktskatter 833 524 795 935 727856 673623 607 604
Rorelseresultat 371903 304 929 231649 177345 145583
Resultat efter finansiella poster 372719 305 708 232481 178129 146 317

* Resultatdisposition

Arets resultat balanseras i ny rékning

Byte av redovisningsprincip:

Inget att rapportera

Miljdinformation:

Foretaget bedriver ingen miljofarlig verksamhet med tillstdnds- eller anmalningsplikt enligt Miljobalken. Foretaget ar sedan 2004
certifierat enligt miljoledningssystemet ISO14001.

Forvantningar avseende den framtida utvecklingen::

Foretagets framtida verksambhet, resultatutveckling och langsiktiga malsattning bedéms motsvara dgarnas férvantningar.

Ovriga upplysningar:

Foretaget foljer Kraftringenkoncernens Finanspolicy for hantering av finansieringsrisker. Ovriga betydande finanseilla risker &r
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Forvaltningsberattelse

volymrisk, det vill sdga osékerhet i hur stora energivolymen som ska distribueras i el- och gasnéaten, samt profilrisk, det vill sdga
osékerheten kring energidistributionens dygnsprofil.
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Materiella anlaggningstillgangar

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Tillaggsupplysningar for materiella El- El- Byggnader |Maskiner Inventarier, |P&géende Summa
anlaggningstillgangar (tkr) distributions- | produktions- [och mark och andra verktyg och |nyanlagg- materiella
(NO110-NO240 ar obligatoriska anlaggningar |anlaggningar tekniska installation | ningar och anlaggnings-
uppgifter) och matare anlaggningar forskott tillgangar
avseende
materiella AT
Ingadende anskaffningsvarde NO110 3162 206 0 17 432 0 910 382 040 3562 588
Inkop NO120 0 0 0 0 0 195 996 195 996
Forsaljningar/utrangeringar NO130 -15672 0 0 0 0 0 -15 672
Omklassificeringar NO140 304 231 0 0 0 0 -301 609 2622
Utgéende anskaffningsvarden NO150 3450 765 0 17 432 0 910 276 427 3745534
Ingdende avskrivningar NO210 -1 464 985 0 -9 572 0 -842 0 -1 475 399
Aterforda avskrivningar p& NO220 14 331 0 0 0 0 0 14 331
forsaljningar/utrangeringar
Omklassificeringar NO230 0 0 0 0 0 0 0
Arets avskrivningar NO240 -76 559 0 -341 0 -4 0 -76 904
Utgdende ackumulerade NO250 -1 527 213 0 -9 913 0 -846 0 -1 537 972
avskrivningar
Ingaende uppskrivningar NO310 0
Aterforda uppskrivningar pa NO320 0
forséljningar/utrangeringar
Omeklassificeringar mm NO330 0
Arets uppskrivningar NO340 0
Arets avskrivningar p& uppskrivet belopp | NO360 0
Utgdende ackumulerade NO370 0 0 0 0 0 0 0
uppskrivningar/6vervérden netto
Ingadende nedskrivningar NO410 0
Aterforda nedskrivningar pa NO420 0
forsaljningar/utrangeringar
Aterford nedskrivning NO430 0
Omklassificeringar NO440 0
Arets nedskrivningar NO450 0
(anskaffningsvérde)
Utgdende ackumulerade NO460 0 0 0 0 0 0 0
nedskrivningar (ansk.vérde)
Redovisat varde NO500 1923 552 0 7519 0 64 276 427 2 207 562
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Redovisningsenhet nr: REL0O0886
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Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Redovisningsenhet:

Eldistributionsanlaggningar

Eldistributions- anlaggningar Métare och Ledningar Ledningar - | Né&tstationer | Mottagnings- | Ovrigt Summa
(samtliga uppgifter &r obligatoriska) styrutrustning | inkl. hégspénning | och trans- och
kabelskap formatorer fordelnings-

stationer

anslutna i

lokalnéat
Ingdende anskaffningsvarde NO6001 361929 900 655 1144149 360 753 381909 12811 3162 206
Inkop NO6011 0 0 0 0 0 0 0
Forsaljningar/utrangeringar NO6021 -6 567 -1 867 -4 036 -1 932 0 -1 270 -15 672
Omklassificeringar NO6031 24 759 47 055 134 765 24 001 73 651 0 304 231
Utgéende anskaffningsvarde NO6041 380 121 945 843 1274878 382 822 455 560 11 541 3450 765
Ingdende avskrivningar NO6051 -290 167 -393 431 -468 204 -151 574 -153 403 -8 206 -1 464 985
Aterforda avskrivningar p& NO6061 5226 1867 4036 1932 0 1270 14 331
forsaljningar/utrangeringar
Omklassificeringar NO6071 0 0 0 0 0 0 0
Arets avskrivningar NO6081 -13 341 -19 001 -27 088 -7 695 -9 206 -228 -76 559
Utgdende ackumulerade NO6091 -298 282 -410 565 -491 256 -157 337 -162 609 -7 164 -1 527 213
avskrivningar
Utgaende ackumulerade NO6101 0 0 0 0 0 0 0
uppskrivningar/évervarden netto
Utgdende ackumulerade nedskrivningar | NO6111 0 0 0 0 0 0 0
(ansk. véarde)
Redovisat varde NO6121 81 839 535 278 783 622 225 485 292 951 4377 1923 552
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Redovisningsenhet nr: REL0O0886

DiarieNr: 2021-101011

Redovisningsenhet:

Elproduktionsanlaggningar

Elproduktionsanlaggningar
(samtliga uppgifter ar
obligatoriska)

Elprod.
anlaggningar,
uteslutande
avsedda for att
tacka
natférluster

Mobila
reservaggregat,
avsedda for
tillfalligt bruk vid
elavbrott

Summa

Ingadende anskaffningsvarde NO7001 0 0 0
Inkop NO7011 0 0 0
Forsaljningar/utrangeringar NO7021 0 0 0
Omklassificeringar NO7031 0 0 0
Utgéende anskaffningsvarde [NO7041 0 0 0
Ingdende avskrivningar NO7051 0 0 0
Aterforda avskrivningar p& NO7061 0 0 0
forsaljningar/utrangeringar

Omklassificeringar NO7071 0 0 0
Arets avskrivningar NO7081 0 0 0
Utgdende ackumulerade NO7091 0 0 0
avskrivningar

Utgéende ackumulerade NO7101 0 0 0
uppskrivningar/évervarden netto

Utgaende ackumulerade NO7111 0 0 0
nedskrivningar (ansk. varde)

Redovisat varde NO7121 0 0 0
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Not Resultatréakning

Specifikation till Resultatrakningen (samtliga uppgifter ar obligatoriska)
Nettoomséttning (tkr) 2020 2019
Transiteringsintékter RR7101 803 962 771093
Anslutningsintakter RR7102 21743 15 846
Engangsintékter RR7103 3550 3571
Aterbetalning till kund av tidigare &rs natavgifter RR7111 0 0
Ersattning till kund for leveransavbrott RR7112 -1 568 -178
Myndighetsavgifter RR7113 5837 5603
Nettoomséttning RR7110 833524 795 935
Kostnader for transitering och inkdp av kraft (tkr) 2020 2019
Transitering och inkdp av kraft RR7321 -188 975 -223 879
Aterbetalning frin éverliggande nét avseende tidigare ars natavgifter RR7322 0 0
Ersattning fran dverliggande n&t avseende leveransavbrott RR7323 0 0
Myndighetsavgifter RR7324 -5 837 -5 603
Totalt kostnader for transitering och inkdp av kraft RR7320 -194 812 -229 482
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Resultatrakning

Organisation: Kraftringen Nat AB

Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska) 2020 2019
Nettoomsattning RR7110 833 524 795 935
Forandring av lager av produkter i arbete, fardiga varor och RR71120 0 0
pagaende arbete for annans rakning

Aktiverat arbete for egen rékning RR71140 0 0
Ovriga rorelseintakter RR71150 451 1265
Summa rorelseintakter, lagerférandringar m.m. RR71160 833 975 797 200
Totalt kostnader for transitering och inkép av kraft RR7320 -194 812 -229 482
Ravaror och férnédenheter RR73120 -99 -1136
Ovriga externa kostnader RR73130 -145 459 -145 352
Personalkostnader RR73140 -43 456 -42 900
Avskrivningar och nedskrivningar av materiella och immateriella RR73150 -78 246 -73 401
anlaggningstillgadngar

Nedskrivningar av omsattningstillgdngar utéver normala RR73160 0 0
nedskrivningar

Ovriga rorelsekostnader RR73180 0 0
Summa rérelsekostnader RR73190 -462 072 -492 271
Rorelseresultat RR74000 371903 304 929
Resultat fran finansiella investeringar:

Intakter fran andelar i koncernforetag RR75110 0 0
Intakter fran andelar i intresseféretag RR75120 0 0
Intakter fran 6vriga vardepapper och fordringar som ar RR75130 0 0
anlaggningstillgdngar (med sarskild uppgift om intakter fran

koncernforetag)

Ovriga ranteintakter och liknande resultatposter RR75140 823 789
Nedskrivningar av finansiella anlaggningstillgangar och RR75145 0 0
kortfristiga placeringar

Rantekostnader och liknande resultatposter RR75150 -7 -10
Summa finansiella poster RR75000 816 779
Resultat efter finansiella poster RR76000 372719 305 708
Extraordinara intakter RR77110 0 0
Extraordinara kostnader RR77120 0 0
Bokslutsdispositioner

Erhélina koncernbidrag TU7713332 0 0
Lamnade koncernbidrag TU7713331 -271732 -227 097
Forandring av periodiseringsfond TU771313 0 0
Forandring av 6veravskrivningar TU771323 -82 087 -73 439
Ovriga bokslutsdispositioner TU771343 0 0
Summa bokslutsdispositioner TU771303 -353 819 -300 536
Resultat fore skatt RR77135 18 900 5172
Skatt pa arets resultat RR77140 294 0
Ovriga skatter RR77150 0 35
Arets resultat RR78000 19 194 5207
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Balansrakning Tillgangar

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

TILLGANGAR (tkr) 2020 2019

Tecknat men ej inbetalt kapital BR71100 0 0
Immateriella anlaggningstillgangar

Balanserade utgifter fér forskning- och utvecklingsarbeten och BR71211 0 0
liknande arbeten

Koncessioner, patent, licenser och varumarken BR71212 0 0
Hyresratter och liknande rattigheter BR71213 0 0
Goodwill BR71214 0 0
Forskott avseende immateriella anlaggningstillgangar BR71215 0 0
Summa immateriella anlaggningstillgangar BR71210 0 0
Materiella anlaggningstillgangar

Eldistributionsanléaggningar och méatare NO500ED 1923552 1697 221
Elproduktionsanlaggningar NO500EP 0 0
Byggnader och mark NO500 7519 7 860
Inventarier, verktyg och installation NO5002 64 68
Maskiner och andra tekniska anléaggningar NO5001 0 0
P&géende nyanlaggningar och forskott avseende materiella NO5003 276 427 382 040
anlaggningstillgangar

Summa materiella anlaggningstillgangar BR71220 2 207 562 2087 189
Finansiella anlaggningstillgdngar

Andelar i koncernféretag BR71231 0 0
Fordringar hos koncernforetag BR71232 0 0
Andelar i intresseforetag BR71233 0 0
Fordringar hos intresseforetag BR71234 0 0
Andra langfristiga vardepappersinnehav BR71235 0 0
Lan till deldgare eller narstdende BR71236 0 0
Andra langfristiga fordringar BR71237 698 500
Summa finansiella anlaggningstillgangar BR71230 698 500
Summa anlaggningstillgangar BR71200 2208 260 2 087 689
Varulager m.m

Ravaror och férnodenheter BR71311 0 0
Varor under tillverkning BR71312 0 0
Fardiga varor och handelsvaror BR71313 0 0
Ovriga lagertillgangar BR71316 4157 4870
Pagéaende arbete fér annans rakning BR71314 0 0
Forskott till leverantorer BR71315 0 0
Summa varulager m.m. BR71310 4157 4870
Kortfristiga fordringar

Kundfordringar BR71321 40 182 60 647
Fordringar hos koncernforetag BR71322 0 0
Fordringar hos intresseforetag BR71323 0 0
Ovriga fordringar BR71324 1849 1567
Upparbetad men ej fakturerad intakt BR71327 0 0
Forutbetalda kostnader och upplupna intékter 10 |BR71325 70 614 64 645
Summa kortfristiga fordringar BR71320 112 645 126 859
Kortfristiga placeringar

Andelar i koncernféretag BR71331 0 0
Ovriga kortfristiga placeringar BR71333 0 0
Summa kortfristiga placeringar BR71330 0 0
Kassa och bank

Kassa och bank BR71340 0 0
Redovisningsmedel BR71341 0 0
Summa kassa och bank BR71342 0 0
Summa omséttningstillgangar BR71300 116 802 131729
SUMMA TILLGANGAR BR71000 2 325 062 2219418
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Organisation: Kraftringen Nat AB

Balansrakning EK och Skulder

EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter &r 2020 2019
obligatoriska)

Bundet eget kapital

Aktiekapital BR72111 14 617 14 617
Ej registrerat aktiekapital BR721111 0 0
Uppskrivningsfond BR72113 0 0
Reservfond BR72115 2698 2698
Andra fonder BR72114 0 0
Inbetalda insatser och emissionsinsatser (endast for ek. for.) BR72116 0 0
Summa bundet eget kapital 11 |BR72110 17 315 17 315
Fritt eget kapital

Overkursfond BR72112 0 0
Balanserat resultat BR72121 46 737 41 529
Arets resultat RR78000 19 194 5207
Summa fritt eget kapital 11 |BR72120 65 931 46 736
Eget kapital BR72100 83 246 64 051
Obeskattade reserver BR72200 1173855 1091 768
Avsattningar

Avsaéttningar for pensioner och liknande forpliktelser BR72311 790 882
Avsaéttningar till skatter BR72312 0 0
Ovriga avsattningar BR72313 0 0
Summa avsattningar BR72300 790 882
Langfristiga skulder

Obligationslan BR72411 0 0
Checkrékningskredit BR72410 0 0
Skulder till kreditinstitut BR72412 0 0
Skulder till koncernféretag BR72413 0 0
Skulder till intresseforetag BR72414 0 0
Ovriga skulder BR72415 0 0
Summa langfristiga skulder 12 | BR72400 0 0
Kortfristiga skulder

Checkrékningskredit BR72510 0 0
Skulder till kreditinstitut BR72511 0 0
Forskott frdn kunder BR72512 0 0
Pagaende arbete fér annans rakning BR72521 0 0
Fakturerad men ej upparbetad intékt BR72522 0 0
Leverantorsskulder BR72513 39533 44 534
Vaxelskulder BR72514 0 0
Skulder till koncernféretag BR72515 799 869 785 161
Skulder till intresseforetag BR72516 0 0
Skatteskulder BR72517 0 0
Ovriga kortfristiga skulder BR72518 131 881 132 950
Upplupna kostnader och férutbetalda intakter 13 |BR72519 95 888 100 072
Summa kortfristiga skulder BR72500 1067 171 1062 717
SUMMA EGET KAPITAL OCH SKULDER BR72000 2 325 062 2219418
POSTER INOM LINJEN

Stéllda sakerheter och ansvarsférbindelser:

Panter och darmed jamforliga sékerheter som har stéllts fér egna BR72625 0 0
skulder och avsattningar, varje slag for sig

Ovriga stallda panter och darmed jamforliga sékerheter, varje BR72609 0 0
slag for sig

Ansvarsforbindelser BR72620 0 0
Ovriga ansvarsférbindelser BR72621 0 0
Beréakning av sysselsatt kapital:

SUMMA TILLGANGAR BR71000 2 325 062 2219418
- Justerade skulder BR75200 -1 319 166 -1 297 237
+ Réntebéarande skulder BR75300 790 882
= SYSSELSATT KAPITAL BR75000 1 006 686 923 063
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Kassaflodesanalys

rutan till héger.

Ar kassaflédesanalys ej tillamplig for féretaget, satt kryss i

Kassaflodesanalys (tkr) 2020 2019
Den I8pande verksamheten
Resultat efter finansiella poster RR76000 372719 305 708
Justeringar for poster som inte ingar i kassaflédet, m.m. KF112 80 444 77 374
KF1 453 163 383 082
Betald inkomstskatt KF113 294 35
Kassafléde frdn den I6pande verksamheten fore forandringar | KF110 453 457 383117
av rorelsekapital
Kassaflode fran férandringar i rérelsekapital:
Okning (-)/Minskning (+) av varulager KF121 713 -837
Okning (-)/Minskning (+) av rérelsefordringar KF122 11 924 14 534
Okning (+)/Minskning (-) av rérelseskulder KF123 -267 277 -123 705
Kassaflode fran den I6pande verksamheten KF120 198 817 273109
Investeringsverksamheten
Lamnade kapitaltillskott KF131 0 0
Lamnade koncernbidrag KF1311 0 0
Forvarv av aktier i dotterforetag KF132 0 0
Avyttring av aktier i dotterforetag KF1321 0 0
Forvarv av rorelse/inkrdm KF133 0 0
Avyttring av rorelse/inkrdam KF134 0 0
Forvarv av immateriella anlaggningstillgangar KF135 0 0
Avyttring av immateriella anlaggningstillgangar KF136 0 0
Forvarv av materiella anlaggningstillgangar KF137 -198 618 -272 946
Avyttring av materiella anlaggningstillgangar KF138 0 0
Forvarv av finansiella tillgangar KF139 -199 -163
Avyttring av finansiella tillgangar KF1391 0 0
Kassaflode fran investeringsverksamheten KF130 -198 817 -273 109
Finansieringsverksamheten
Nyemission KF141 0 0
Erhalina aktieagartillskott KF142 0 0
Utbetald utdelning KF145 0 0
Erhélina koncernbidrag KF146 0 0
Lamnade koncernbidrag KF147 0 0
Upptagna lan KF143 0 0
Amortering av 1an KF144 0 0
Forandring av checkrakningskredit KF148 0 0
Kassafléde fran finansieringverksamheten KF140 0 0
Arets kassaflode KF150 0 0
Likvida medel vid arets borjan KF160 0 0
Kursdifferens i likvida medel KF170 0 0
Likvida medel vid arets slut KF180 0 0
Specifikation av poster som inte ingar i kassaflodet:
Av- och nedskrivningar av tillgangar KF210 79 196 77 475
Realisationsresultat vid avyttring av anlaggningstillgangar KF220 1340 0
Avséttningar till pensioner KF230 -92 -101
Ovriga avsattningar KF240 0 0
Orealiserade valutakursdifferenser KF250 0 0
Andra ej likviditetspaverkande poster KF260 0 0
Summa poster som inte ingar i kassaflodet KF200 80 444 77 374
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Sarskild rapport ekonomiska data

Sarskild Rapport - ekonomisk information (samtliga uppgifter 2020 2019 2018 2017 2016

ar obligatoriska)

Intékter (tkr)

Intakter frAn abonnemang i inmatningspunkt TN620100 7201 7116 7012 6943 7164

Intakter frAn abonnemang i granspunkt TN620101 1301 1262 983 1417 1685

Intékter frn hogspanningsabonnemang i uttagspunkt TN620200 124 481| 120907 | 106 955( 102005 89 723

Intékter frAn lagspanningsabonnemang i uttagspunkt TN620300 670979| 641808| 587082 538363| 489682

Summa transiteringsintékter TN620 803962 771093| 702032| 648728 588254

Kostnader (tkr)

Kostnader for anslutning till 6verliggande och angransande néat TN630150 0 0 0 0 0

Kostnader for abonnemang till 6verliggande och angrénsade nat TN630100 -152251| -191757( -176 795| -157 298| -132018

Kostnader for inkdpt energi for att tacka natférluster TN630450 -24 703 -20 378 -23 398 -25 616 -28 456

Kostnader for egenproducerad energi for att ticka natforluster TN630451 0 0 0 0 0

Erséttning till innehavare av produktionsanlaggning fér inmatning av | TN630500 -12 021 -11 743 -10 434 -12 132 -9 964

el

Summa transitering och inkdp av kraft TN630 -188 975 -223878| -210627| -195046| -170 438

Kostnader for drift och beredskap inkl. sociala avgifter TN6302001 -22 944 -27 089 -24 580 -25 556 -28 186

Kostnader for forebyggande underhall TN6302501 -20 246 -16 104 -14 437 -15 357 -16 517

Kostnader fér matning och rapportering TN6303002 -34 375 -32 232 -35 256 -32 029 -34 185
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Sarskild rapport

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Sarskild Rapport - natkoncession for omrade inklusive 2020 2019 2018 2017 2016
ing&ende linjekoncessioner (samtliga uppgifter ar obligatoriska)
Anlaggningar

1.1 Ledningslangd lagspanning - oisolerad luftledning (km) TN610103 62 81 130 141 158
Ledningslangd Iagspanning - isolerad luftledning (km) TN610104 508 524 584 587 599
Ledningslangd lagspanning - jordkabel (km) TN610102 5313 5253 5 336 5219 5143

1.2 Ledningslangd hégspanning - oisolerad luftledning (km) TN610203 428 499 669 756 789
Ledningslangd hégspanning - isolerad luftledning (km) TN610204 257 256 269 258 244
Ledningslangd hoégspanning - jordkabel (km) TN610202 2614 2534 2482 2307 2213
Total ledningslangd luftledning och jordkabel (berékning) 9182 9 147 9470 9 268 9 146

1.3 Natstationer inom omradet (antal) TN610301 2583 2 608 2716 2 646 2 585
Totalt installerad transformatoreffekt i natstationerna (MVA) TN610302 855 848 849 832 818
Meter ledning per natstation (berékning) 3555 3507 3487 3503 3538
Natabonnemang

14 Totalt antal abonnemang fér inmatning fran produktionsanlaggning TN610400 1531 1242 760 427 348
(antal)

15 Varav abonnemang for smaskalig produktion lagspanning (antal) TN610502 1472 1181 705 374 295
Varav abonnemang fér smaskalig produktion hégspanning (antal) TN610501 39 41 35 33 33

1.6 Abonnemang i granspunkt (antal) TN610600 39 29 29 30 30

17 Hoégspanningsabonnemang i uttagspunkt (antal) TN610700 30 121 121 121 123

18 Lagspanningsabonnemang i uttagspunkt (antal) TN610800 99 861 99895| 100526| 100021 99 636
Totalt antal abonnemang i uttagspunkt 99891| 100016| 100647 100 142 99 759
Total ledningslangd (meter) per abonnemang (berékning) 92 91 94 93 92
Overforing

1.10 | Natets sammanlagda abonnerade effekt (MW) - dverliggande och TN611001 430.00 427.00 427.00 412.00 413.00
angréansande néat

1.11 | Sammanlagd maximal inmatad effekt (MW) till redovisningsenheten | TN611100 353.00 319.00 354.00 345.00 380.00

1.13 | Totalsumma inmatad energi till redovisningsenheten (MWh) TN6113010 [ 1928541 | 1936 678 | 1965476 1 985 115| 1 973 653
Varav inmatad energi fran elproduktionsanlaggningar anslutna till TN611201 379216 387290 343411| 380501| 353352
redovisningsenheten (MWh)

1.12 |Vvaravinmatad energi frdn smaskaliga elproduktionsanlaggningar till | TN611200 98 843 87 457 81 805 91 706 75 606
redovisningsenheten (MWh)

Varav inmatad energi frAn mikroproduktionsanlaggningar till TN611300 9287 6777 2615 2158 1171
redovisningsenheten (MWh)

1.14 | Utmatad energi till slutkund - lAgspéanning (MWh) TN611303 |1142797|1163007|1232376(1217870( 1213 066
Utmatad energi till slutkund - h6gspanning (MWh) TN611304 603 779| 598414| 580822 606941| 603284
Utmatad energi i granspunkt (MWh) TN611305 108 425| 105153 82 361 86 764 80 587

1.15 |Arets néatférlust (MWh) TN611403 73 540 70 104 69 917 73 540 76 716

1.15.1 [ Under aret producerad energi for att tdcka natforluster (MWh) TN611402 0 0 0 0 0
Forbrukning per lagspanningsabonnent (kWh) (beréakning) 11 444 11 642 12 259 12 176 12 175

4 Nyckeltal

4.1 Antal abonnenter med avbrott 12 - 24 timmar TN641401 917 143 70 167 35

4.2 Antal abonnenter med avbrott langre an 24 timmar TN641402 154 1 3 2 5

43 Antal ersatta abonnenter med avbrott 12 - 24 timmar TN641411 917 143 70 167 35

4.4 Antal ersatta abonnenter med avbrott langre &n 24 timmar TN641412 154 1 3 2 5

45 Medellastfaktor TN641413 0.8246 0.7830 0.8285 0.8200 0.8500

4.6 Utnyttjningsgrad TN641414 0.0000

Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Redovisnings- och varderings- principer

Tillaggsupplysningar (*=obligatoriska uppgifter)

* Redovisnings- och véarderingsprinciper:

Redovisning sker enligt ellagen (1997:857), férordningen om redovisning av natverksamhet (1995:1145) samt N&rings- och
teknikutvecklingsverkets foreskrift om redovisning av natverksamhet (1998:1). Redovisningen har uppréttats i enlighet med
arsredovisningslagen och BFNAR 2012:1 (K3). Tillampade redovisnings- och varderingsprinciper dverensstammer med féregaende ar.

RESULTATRAKNING

Intaktsredovisning

Nettoomséttningen omfattar forsaljningsintakter fran karnverksamheten, dvs. distribution av el och gas, anslutningsavgifter. Samtliga
intékter varderas till det belopp som influtit eller beréknas inflyta, dvs. med hansyn till rabatter och efter avdrag for moms och
energiskatter, och redovisas i posten Nettoomsattning.

Distributionsintékter intéktsredovisas vid leveranstidpunkten.

Leasing
Samtliga leasingavtal klassificeras som operationell leasing. Klassificering av leasingavtal gors vid leasingavtalets ingdende.
Minimilieaseavgifter enligt operationella leasingavtal dar foretaget ar leasetagare kostnadsfors linjart dver leasingperioden.

Koncernbidrag
Samtliga lamnade och erhélina koncernbidrag redovisas som bokslutsdispositioner.

BALANSRAKNING

Materiella anlaggningstillgangar

Materiella anlaggningstillgadngar redovisas som tillgang i balansrakningen om det ar sannolikt att framtida ekonomiska foérdelar som ar
férknippade med tillgangen sannolikt kommer att tillfalla féretaget och anskaffningsvardet kan matas pa ett tillforlitligt satt. Materiella
anlaggningstillgangar varderas till anskaffningsvarde med avdrag fér ackumulerade av- och nedskrivningar.

Korttidsinventerier och inventarier av mindre varde kostnadsfors [6pande.

| anskaffningsvardet ingar inkdpspriset och utgifter som ar direkt hanférbara till inkpet och syftar till att bringa tillgdngen pa plats och i
skick for att utnyttjas i enlighet med foretagsledningens avsikt med forvarvet. Som direkt hénforbara utgifter hanfors utgifter for
leverans, hantering, installation och montering, lagfarter samt konsulttjanster.

Laneutgifter som ar direkt hanforliga till investeringar i anlaggningstillgdngar som tar betydande tid i ansprak att fardigstélla inraknas i
anskaffningsvardet under uppférandeperioden.

Anskaffningsvéardet reduceras med offentliga bidrag som erhéllits for forvarv av anlaggningstiligdngar.

Tillkommande utgifter aktiveras endast om det &r sannolikt att de framtida ekonomiska fordelar som &r forknippade med tillgangen
kommer att komma foretaget till del och anskaffningsvardet kan beraknas pa ett tillforlitligt satt. Utbyte av komponenter raknas in i
tillgangens redovisade varde. Om inte kostnadsfors utgifter under det rakenskapsar som de uppkommer.

Reparationer och underhall kostnadsfors I6pande.

Varulagret varderas till 97% av anskaffningsvérdet.

* Avskrivningsprinciper:

Materiella anlaggningstillgadngar skrivs av linjart dver tillgangarnas eller komponenternas bedémda nyttjandeperiod. Avskrivningen
beraknas pa det avskrivningsbara beloppet vilket i de allra flesta fall utgors av tillgingens anskaffningsvérde. | ett fatal fall tas hansyn
till ett beraknat restvarde. Rattigheter som &r baserade pa avtal skrivs av 6ver avtalstiden.

Mark har inte ndgon begrénsad nyttjandeperiod och skrivs darfor inte av.

Foljande nyttjandeperioden tillampas:

Byggnader pa egen mark: 40 ar
Stationer och distributionsnét: 40 ar
Fjarravlasta elmatare: 10 ar
Styr- och dvervakningssystem: 7ar

Inventarier, verktyg och installationer: 5 ar

* Beskrivning av de principer som anvénts for att till natverksamheten fordela intikter och kostnader samt tillgdngar och skulder mm.:

Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Redovisnings- och varderings- principer

Tillaggsupplysningar (*=obligatoriska uppgifter)

Kraftringen N&t AB har for elnatsverksamheten tva redovisningsenheter, déar nedanstaende férdelning utgor andelen inom respektive
redovisningsenhet.

FORDELNING AV INTAKTER OCH KOSTNADER

Till elnatsverksamheten direkt hanforbara intakter och kostnader bokfors pa konteringsbegrepp for elnat. Kostnader gemensamma for
flera rérelsegrenar har férdelats enligt féljande:

*Lokalkostnader fordelas efter disponerad yta.

*VD/styrelse/administration/kundservice fordelas enligt uppskattad tidsétgang for arbetet.

*Qvrigt férdelas oftast efter andel i anlaggningsvérde.

* Arets skatt har fordelats efter rets omsattning.

FORDELNING AV TILLGANGAR OCH SKULDER

*Verklig grund: | alla de fall dar det varit méjligt har verklig grund anvénds som férdelningsprincip. Det géller t ex alla
anlaggningstillgdngar, kundfordringar, leverantérsskulder, personalkostnader och interimposter.

*Andel av anlaggningstillgdngar (91,85%): likvida medel och obeskattade reserver.

*Andel av omséttning 2020 (90,15%): koncernbidrag, moms och saldo skattekonto.

*Andel av antalet anstéllda (85,29%): personalrelaterade poster som ej kan bestammas enligt verklig grund, t ex upplupna
gruppférsékringar och Idneskatt.

*Andel av resultat 2020 (95,67%): prel F-skatt.

* Beskrivning av de principer som anvénts for intern prissattning av varor och tjanster som beror natverksamheten, mellan saval
koncernbolag som rérelsegrenar:

Internt utférda administrativa tjanster, saval inom féretaget som mellan koncernbolag, debiteras enligt verklig kostnad. Utférda
entreprenadarbeten mellan koncernbolag debiteras enligt marknadspris.

* Beskrivning av de metoder som anvants for gransdragning mellan underhallskostnader och investeringar:

Fordelning mellan underhallskostnad och reinvestering vid fornyelse av dldre ledningsnét och natstationer bedéms i varje enskilt
projekt och grundar sig pa det aktuella natets alder och standard. Utgifter for nybyggnad av ledningsnét och natstationer aktiveras
som investering i sin helhet.

Sarskilda handelser angdende leveranssakerhet (se Foreskriften under Sarskild rapport):

Ovriga upplysningar:

Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Not - Leasing

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Leasing

Beskrivning av vasentliga leasingavtal av materiella anlaggningstillgdngar som leasingtagaren har ingatt.

Redovisat varde per balansdagen for varje tillgdngsslag (tKr) 2020
Specificera:
TUL201 0
TUL202 0
TUL203 0
TUL204 0
TUL205 0
Totalt 0
Variabla avgifter som ingar i periodens resultat (tKr) 2020
Specificera:
TUL302 0
TUL303 0
TUL304 0
TUL305 0
TUL306 0
Totalt 0
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 1-3

Noter till resultatrékning
1. Ovriga rorelseintakter (tkr) 2020 2019
Specificera:
Tjanster inom koncernen TU711513 277
Vinst vid avyttrring av matr anl.tillgang TU711523 160
Ovriga rorelseintakter TU711533 14

TU711543
Totalt 451 1265
2. Ovriga rérelsekostnader (tkr) 2020 2019
Specificera:

TU731343 0

TU731353 0

TU731363 0

TU731373 0
Totalt 0 0
3. Ovriga externa kostnader (tkr) 2020 2019
Specificera:
Tjanster inom koncernen TU731383 -100 483
Ovriga externa tjanster TU731384 -30 369
Ovriga externa kostnader TU731385 -14 607

TU731386
Totalt -145 459 | -145 352
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 4-7

Noter till resultatrékning

4. Medelantal anstallda 2020 2019

Méan TU731413 44 42
Kvinnor TU731423 14 12
Totalt TU731403 58 54
5. Loner, andra ersattningar och sociala 2020 2019
kostnader (tkr)

Styrelse och VD TU731443 -1 000 -777
Ovriga anstéllda TU731453 -22 432 -21 901
Totalt TU731463 -23432 -22 678
Sociala kostnader TU731473 -10 071 -11 429
varav pensionskostnad TU731483 -2 453 -3834
varav pensionskostnad for styrelse och VD TU731493 -201 -179
Totalt I16ner och sociala kostnader TU731433 -33503 -34 107
6. Resultat fran andelar i koncernféretag 2020 2019
och/eller intresseforetag (tkr)

Utdelning TU751113 0 0
Realisationsresultat vid avyttring av andelar TU751123 0 0
Nedskrivningar TU751133 0 0
Aterforda nedskrivningar TU751143 0 0
Ovrigt TU751153 0 0
Totalt TU751103 0 0
7. Ranteintakter och liknande intékter (tkr) 2020 2019
Ranteintékter fran koncernforetag TU751413 0 0
Ovriga ranteintakter TU751423 823 789
Ovrigt TU751433 0 0
Totalt TU771403 823 789
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 8-10

Noter till resultatrékning

8. Rantekostnader och liknande kostnader (tkr) 2020 2019
Rantekostnader till koncernforetag TU751513 0 0
Ovriga rantekostnader TU751523 -7 -10
Ovrigt TU751533 0 0
Totalt TU751103 -7 -10
9. Skatt pa rets resultat (tkr) 2020 2019
Aktuell skatt for aret TU771413 0 0
Uppldsning av avsattning for skatter TU771423 0 0
Uppskjuten skatt TU771433 0 0
Ovrigt TU771443 0 0
Totalt TU771403 0 0
Noter till balansrakning

10. Férutbetalda kostnader och upplupna 2020 2019
intékter (tkr)

Upplupna intékter natavgifter / fiarrvarmeforsaljning | TU713263 70 614 64 645
Ovriga interimsposter TU713293 0 0
Totalt TU713253 70 614 64 645
Signatur:
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Redovisningsenhet nr: REL00886

DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 11

Organisation: Kraftringen Nat AB

OrganisationsNr: 556228-1138

Belopp vid &rets ingang 14 617 0 2698 0 41 530 5207 64 052
Resultatdisposition enligt

bolagsstamman:

Utdelning 0 0
Balanseras i ny rékning 5207 -5 207

Fondemission 0 0 0 0

Nyemission 0 0
Avskrivn. resp. forsaljn. av 0 0

uppskriven tillgang

Arets resultat 19 194 19 194
Medlemsinsatser (ek. for.) 0

Forlagsinsatser (ek. for.) 0

Ovrigt 0 0 0 0 0 0 0
Belopp vid periodens utgang 14 617 0 2698 0 46 737 19194 83 246

Signatur:

2021-05-24 15:20

Checksumma: FC-9F-5C-9E

20/23



Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Tillaggsupplysningar 12-13

Noter till balansrakning

12. Langfristiga skulder (tkr) 2020 2019
Forfallotidpunkt, 1-5 ar fr&n balansdagen TU724163 0 0
Forfallotidpunkt, senare &n fem &r fran balansdagen | TU724173 0 0
Totalt TU724153 0 0
13. Upplupna kostnader och férutbetalda 2020 2019
intékter (tkr)

Forutbetalda intékter natavgifter TU725194 70776 73731
Ovriga interimsposter TU7251963 25112 26 341
Totalt TU725193 95 888 100 072
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 14-16

Noter till resultat- eller balansrékning
14. Ovriga upplysningar 2020 2019
Specificera:
Skulder till koncernféretag TU727013 -271 597
restpost vid férdelning av verksamhetsgrenar TU727023 -528 272
TU727033 0
TU727043 0
Totalt -799 869 -785 161
15. Ovriga upplysningar 2020 2019
Specificera:
TU727053 0
TU727063 0
TU727073 0
TU727083 0
Totalt 0 0
16. Ovriga upplysningar 2020 2019
Specificera:
TU7270013 0
TU7270023 0
TU7270033 0
TU7270043 0
Totalt 0 0
Signatur:
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Redovisningsenhet:

Organisation: Kraftringen Nat AB

Underskrifter

OrganisationsNr: 556228-1138

Revisorshanvisning (Obligatorisk uppgift)

Vart revisorsintyg betraffande denna arsrapport har avgivits den
2021

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor

Underskrifter Styrelse (Obligatorisk uppgift)

Underskrifter Styrelse (Obligatorisk uppgift)

Asa Svensson
Verkstéllande direktor och styrelseledamot

Karin Olholt
Styrelseledamot

Fredrik Fackler
Ordférande och styrelseledamot
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Building a better
workKing worid

Oberoende revisors rapport
Kraftringen Nat AB, org. nr 556228-1138

Vi har utfort en dversiktlig granskning av arsrapporten betraffande elndtverksamheten i Kraftringen N&t AB for
rékenskapsaret 2020. Granskningen avser redovisningsenhet RELO0886. Vi har utfért en revision av bolagets
arsredovisning fér 2020 i enlighet med International Standards on Auditing (ISA) och god revisionssed i
Sverige och har avgivit en revisionsberdttelse den 15 mars 2021.

Féretagsledningens ansvar

Det &r foretagsledningen som har ansvaret for att upprétta arsrapporten pa basis av de rdkenskaper som ligger
till grund for arsredovisningen och i enlighet med bestdmmelserna i 3 kap. 3 och 5 §§ ellagen (1997:857),
forordningen (1995:1145) om redovisning av natverksamhet och foreskriften (EIFS 2012:4) 3-6 §§ om
redovisning av natverksamhet samt fér sddan intern kontroll som féretagsledningen bedémer &r nédvandig for
att uppréatta en arsrapport som inte innehaller vésentliga felaktigheter, vare sig dessa beror pd oegentligheter
eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala en slutsats om arsrapporten. Vi har utfért den dversiktliga granskningen enligt
International Standard on Review Engagement (ISRE 2400), Uppdrag att dversiktligt granska historiska
finansiella rapporter och ellagens 3 kap. 3 och 5 §§. ISRE 2400 krdver att vi drar en slutsats om huruvida
nagot har kommit till var kinnedom som far oss att anse att drsrapporten inte har uppréattats i alla vésentliga
avseenden enligt det tillampliga ramverket for finansiell rapportering. Denna standard kraver att vi foljer
yrkesetiska krav.

En 6versiktlig granskning av finansiella rapporter enligt ISRE 2400 ar ett uppdrag dar uttalandet gérs med
begrdnsad sakerhet. Revisorn utfor atgarder, framst bestdende av att stélla fragor till féretagsledningen och
andra inom foéretaget enligt vad som ar tillampligt, utféra analytisk granskning samt utvardera de inhamtade
bevisen.

De atgarder som utfors vid en dversiktlig granskning &r betydligt mindre omfattande &n de som utférs vid en
revision enligt International Standards on Auditing (ISA). Féljaktligen goér vi inget revisionsuttalande om denna
finansiella rapport.

Slutsats

Grundat pa var dversiktliga granskning har det inte framkommit nagra omstandigheter som ger oss anledning
att anse att arsrapporten inte, i allt vdsentligt, &r upprattad i enlighet med bestdmmelserna i ellagen,
forordningen om redovisning av natverksamhet och féreskriften om redovisning av natverksamhet.

Redovisningsgrund

Arsrapporten har uppréttats fér att ge information till er och Energimarknadsinspektionen. V&r rapport &r
darfér inte lamplig fér andra syften och ska inte anvandas fér andra syften eller spridas till andra parter.

Lund den

Ernst & Young AB

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor
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Oberoende revisors rapport
Kraftringen Nat AB, org. nr 556228-1138

Vi har utfort en dversiktlig granskning av arsrapporten betraffande elndtverksamheten i Kraftringen N&t AB for
rékenskapsaret 2020. Granskningen avser redovisningsenhet RELO0886. Vi har utfért en revision av bolagets
arsredovisning fér 2020 i enlighet med International Standards on Auditing (ISA) och god revisionssed i
Sverige och har avgivit en revisionsberdttelse den 15 mars 2021.

Féretagsledningens ansvar

Det &r foretagsledningen som har ansvaret for att upprétta arsrapporten pa basis av de rdkenskaper som ligger
till grund for arsredovisningen och i enlighet med bestdmmelserna i 3 kap. 3 och 5 §§ ellagen (1997:857),
forordningen (1995:1145) om redovisning av natverksamhet och foreskriften (EIFS 2012:4) 3-6 §§ om
redovisning av natverksamhet samt fér sddan intern kontroll som féretagsledningen bedémer &r nédvandig for
att uppréatta en arsrapport som inte innehaller vésentliga felaktigheter, vare sig dessa beror pd oegentligheter
eller pa fel.

Revisorns ansvar

Vart ansvar &r att uttala en slutsats om arsrapporten. Vi har utfért den dversiktliga granskningen enligt
International Standard on Review Engagement (ISRE 2400), Uppdrag att dversiktligt granska historiska
finansiella rapporter och ellagens 3 kap. 3 och 5 §§. ISRE 2400 krdver att vi drar en slutsats om huruvida
nagot har kommit till var kinnedom som far oss att anse att drsrapporten inte har uppréattats i alla vésentliga
avseenden enligt det tillampliga ramverket for finansiell rapportering. Denna standard kraver att vi foljer
yrkesetiska krav.

En 6versiktlig granskning av finansiella rapporter enligt ISRE 2400 ar ett uppdrag dar uttalandet gérs med
begrdnsad sakerhet. Revisorn utfor atgarder, framst bestdende av att stélla fragor till féretagsledningen och
andra inom foéretaget enligt vad som ar tillampligt, utféra analytisk granskning samt utvardera de inhamtade
bevisen.

De atgarder som utfors vid en dversiktlig granskning &r betydligt mindre omfattande &n de som utférs vid en
revision enligt International Standards on Auditing (ISA). Féljaktligen goér vi inget revisionsuttalande om denna
finansiella rapport.

Slutsats

Grundat pa var dversiktliga granskning har det inte framkommit nagra omstandigheter som ger oss anledning
att anse att arsrapporten inte, i allt vdsentligt, &r upprattad i enlighet med bestdmmelserna i ellagen,
forordningen om redovisning av natverksamhet och féreskriften om redovisning av natverksamhet.

Redovisningsgrund

Arsrapporten har uppréttats fér att ge information till er och Energimarknadsinspektionen. V&r rapport &r
darfér inte lamplig fér andra syften och ska inte anvandas fér andra syften eller spridas till andra parter.

Lund den

Ernst & Young AB

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Forvaltningsberattelse

Forvaltningsberattelse (*=obligatoriska uppgifter)
* Koncessionsnummer:

644T, 401BG, 712AD, 863AB, 401BE, 2974CB, 70350, 7035P

* Allmant om verksamheten:

Kraftringen N&t AB har till &Andamal fér sin verksamhet att bedriva distribution av el och naturgas inom sina koncessionsomraden
samt att dga och forvalta fastigheter och anlaggningar for detta andamal. Foretaget bedriver distribution av el inom sina
koncessionsomréden vilket omfattar stérre delen av kommunerna Lund, Lomma, Eslév, Horby, Klippan, Astorp och Torsds samt
delar av kommunerna Hoor, Svalov, Sjobo, Kavlinge, Bjuv, Angelholm, Orkelljunga, Emmaboda, Kalmar, Lessebo, Karlshamn,
Karlskrona, Ronneby och Tingsryd. Bolaget bedriver ocks& gasnatsverksamhet i framforallt Lund och Lomma kommun.

* Vasentliga handelser under och efter rakenskapsaret:

Eldistributionen paverkades framst av stormen Laura som intraffade i mars.

Samhallets anpassningar for att minska smittspridning av Covid-19 har paverkat manga av vara kunder och leverantorer.
Paverkan pa Kraftringens egna energileveranser och den finansiella utvecklingen har hitintills varit begransad.
Kraftringen har klarat det genom att anpassa verksamheten och underlatta for vara kunder dar det varit majligt. Vi har
bland annat isolerat vara produktionsanlaggningar for kritisk personal, begransat fysiska besok till vara kontor och
kundservice, stallt om till digitala méten och distansarbete, arrangerat digitala kundevent och sponsrat det lokala
naringslivet. Med hansyn till Kraftringens samhaéllsviktiga funktion har manga anpassningar gjorts i nara samrad med
kommunal verksamhet och andra samhéllskritiska organisationer.

* Egna aktier:

Foretaget har inga egna aktier.

* Flerarsoversikt

2020 2019 2018 2017 2016
Nettoomsaéttning exkl. punktskatter 833 524 795 935 727856 673623 607 604
Rorelseresultat 371903 304 929 231649 177345 145583
Resultat efter finansiella poster 372719 305 708 232481 178129 146 317

* Resultatdisposition

Arets resultat balanseras i ny rékning

Byte av redovisningsprincip:

Inget att rapportera

Miljdinformation:

Foretaget bedriver ingen miljofarlig verksamhet med tillstdnds- eller anmalningsplikt enligt Miljobalken. Foretaget ar sedan 2004
certifierat enligt miljoledningssystemet ISO14001.

Forvantningar avseende den framtida utvecklingen::

Foretagets framtida verksambhet, resultatutveckling och langsiktiga malsattning bedéms motsvara dgarnas férvantningar.

Ovriga upplysningar:

Foretaget foljer Kraftringenkoncernens Finanspolicy for hantering av finansieringsrisker. Ovriga betydande finanseilla risker &r
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Redovisningsenhet:

Forvaltningsberattelse

volymrisk, det vill sdga osékerhet i hur stora energivolymen som ska distribueras i el- och gasnéaten, samt profilrisk, det vill sdga
osékerheten kring energidistributionens dygnsprofil.
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Materiella anlaggningstillgangar

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Tillaggsupplysningar for materiella El- El- Byggnader |Maskiner Inventarier, |P&agéende Summa
anlaggningstillgangar (tkr) distributions- | produktions- [och mark och andra verktyg och |nyanlagg- materiella
(NO110-NO240 ar obligatoriska anlaggningar |anlaggningar tekniska installation | ningar och anlaggnings-
uppgifter) och matare anlaggningar forskott tillgangar
avseende
materiella AT
Ingadende anskaffningsvarde NO110 3162 206 0 17 432 0 910 382 040 3562 588
Inkop NO120 0 0 0 0 0 195 996 195 996
Forsaljningar/utrangeringar NO130 -15672 0 0 0 0 0 -15 672
Omklassificeringar NO140 304 231 0 0 0 0 -301 609 2622
Utgéende anskaffningsvarden NO150 3 450 765 0 17 432 0 910 276 427 3745534
Ingdende avskrivningar NO210 -1 464 985 0 -9 572 0 -842 0 -1 475 399
Aterforda avskrivningar p& NO220 14 331 0 0 0 0 0 14 331
forsaljningar/utrangeringar
Omklassificeringar NO230 0 0 0 0 0 0 0
Arets avskrivningar NO240 -76 559 0 -341 0 -4 0 -76 904
Utgdende ackumulerade NO250 -1 527 213 0 -9 913 0 -846 0 -1 537 972
avskrivningar
Ingdende uppskrivningar NO310 0
Aterforda uppskrivningar pa NO320 0
forsaljningar/utrangeringar
Omeklassificeringar mm NO330 0
Arets uppskrivningar NO340 0
Arets avskrivningar p& uppskrivet belopp | NO360 0
Utgdende ackumulerade NO370 0 0 0 0 0 0 0
uppskrivningar/6vervérden netto
Ingadende nedskrivningar NO410 0
Aterforda nedskrivningar pa NO420 0
forsaljningar/utrangeringar
Aterford nedskrivning NO430 0
Omklassificeringar NO440 0
Arets nedskrivningar NO450 0
(anskaffningsvérde)
Utgdende ackumulerade NO460 0 0 0 0 0 0 0
nedskrivningar (ansk.vérde)
Redovisat varde NO500 1923 552 0 7519 0 64 276 427 2 207 562
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Redovisningsenhet:

Eldistributionsanlaggningar

Eldistributions- anlaggningar Métare och Ledningar Ledningar - | N&tstationer | Mottagnings- | Ovrigt Summa
(samtliga uppgifter &r obligatoriska) styrutrustning | inkl. hégspénning | och trans- och
kabelskap formatorer fordelnings-

stationer

anslutna i

lokalnéat
Ingdende anskaffningsvarde NO6001 361929 900 655 1144149 360 753 381909 12811 3162 206
Inkop NO6011 0 0 0 0 0 0 0
Forsaljningar/utrangeringar NO6021 -6 567 -1 867 -4 036 -1932 0 -1 270 -15 672
Omklassificeringar NO6031 24 759 47 055 134 765 24 001 73 651 0 304 231
Utgéende anskaffningsvarde NO6041 380 121 945 843 1274878 382 822 455 560 11 541 3450 765
Ingdende avskrivningar NO6051 -290 167 -393 431 -468 204 -151 574 -153 403 -8 206 -1 464 985
Aterforda avskrivningar p& NO6061 5226 1867 4036 1932 0 1270 14 331
forsaljningar/utrangeringar
Omklassificeringar NO6071 0 0 0 0 0 0 0
Arets avskrivningar NO6081 -13 341 -19 001 -27 088 -7 695 -9 206 -228 -76 559
Utgdende ackumulerade NO6091 -298 282 -410 565 -491 256 -157 337 -162 609 -7 164 -1 527 213
avskrivningar
Utgaende ackumulerade NO6101 0 0 0 0 0 0 0
uppskrivningar/évervarden netto
Utgdende ackumulerade nedskrivningar | NO6111 0 0 0 0 0 0 0
(ansk. véarde)
Redovisat varde NO6121 81 839 535 278 783 622 225 485 292 951 4377 1923 552
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Redovisningsenhet nr: REL0O0886

DiarieNr: 2021-101011

Redovisningsenhet:

Elproduktionsanlaggningar

Elproduktionsanlaggningar
(samtliga uppgifter &r
obligatoriska)

Elprod.
anlaggningar,
uteslutande
avsedda for att
tacka
natférluster

Mobila
reservaggregat,
avsedda for
tillfalligt bruk vid
elavbrott

Summa

Ingadende anskaffningsvarde NO7001 0 0 0
Inkop NO7011 0 0 0
Forsaljningar/utrangeringar NO7021 0 0 0
Omklassificeringar NO7031 0 0 0
Utgdende anskaffningsvarde [NO7041 0 0 0
Ingdende avskrivningar NO7051 0 0 0
Aterforda avskrivningar p& NO7061 0 0 0
forsaljningar/utrangeringar

Omklassificeringar NO7071 0 0 0
Arets avskrivningar NO7081 0 0 0
Utgdende ackumulerade NO7091 0 0 0
avskrivningar

Utgéende ackumulerade NO7101 0 0 0
uppskrivningar/évervarden netto

Utgdende ackumulerade NO7111 0 0 0
nedskrivningar (ansk. varde)

Redovisat varde NO7121 0 0 0
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Not Resultatréakning

Specifikation till Resultatrakningen (samtliga uppgifter ar obligatoriska)
Nettoomséttning (tkr) 2020 2019
Transiteringsintékter RR7101 803 962 771093
Anslutningsintakter RR7102 21743 15 846
Engangsintékter RR7103 3550 3571
Aterbetalning till kund av tidigare &rs natavgifter RR7111 0 0
Ersattning till kund for leveransavbrott RR7112 -1 568 -178
Myndighetsavgifter RR7113 5837 5603
Nettoomséttning RR7110 833524 795 935
Kostnader for transitering och inkdp av kraft (tkr) 2020 2019
Transitering och inkép av kraft RR7321 -188 975 -223 879
Aterbetalning fr&n 6verliggande nat avseende tidigare ars natavgifter RR7322 0 0
Ersattning fran dverliggande n&t avseende leveransavbrott RR7323 0 0
Myndighetsavgifter RR7324 -5 837 -5 603
Totalt kostnader for transitering och inkdp av kraft RR7320 -194 812 -229 482
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Resultatrakning

Organisation: Kraftringen Nat AB

Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska) 2020 2019
Nettoomsattning RR7110 833 524 795 935
Forandring av lager av produkter i arbete, fardiga varor och RR71120 0 0
pagaende arbete for annans rakning

Aktiverat arbete for egen rékning RR71140 0 0
Ovriga rorelseintakter RR71150 451 1265
Summa rorelseintakter, lagerférandringar m.m. RR71160 833 975 797 200
Totalt kostnader for transitering och inkép av kraft RR7320 -194 812 -229 482
Ravaror och férnédenheter RR73120 -99 -1136
Ovriga externa kostnader RR73130 -145 459 -145 352
Personalkostnader RR73140 -43 456 -42 900
Avskrivningar och nedskrivningar av materiella och immateriella RR73150 -78 246 -73 401
anlaggningstillgangar

Nedskrivningar av omsattningstillgdngar utéver normala RR73160 0 0
nedskrivningar

Ovriga rorelsekostnader RR73180 0 0
Summa rérelsekostnader RR73190 -462 072 -492 271
Rorelseresultat RR74000 371903 304 929
Resultat fran finansiella investeringar:

Intakter fran andelar i koncernforetag RR75110 0 0
Intakter fran andelar i intresseféretag RR75120 0 0
Intakter fran 6vriga vardepapper och fordringar som &r RR75130 0 0
anlaggningstillgdngar (med sarskild uppgift om intakter fran

koncernforetag)

Ovriga ranteintakter och liknande resultatposter RR75140 823 789
Nedskrivningar av finansiella anlaggningstillgangar och RR75145 0 0
kortfristiga placeringar

Rantekostnader och liknande resultatposter RR75150 -7 -10
Summa finansiella poster RR75000 816 779
Resultat efter finansiella poster RR76000 372719 305 708
Extraordinara intakter RR77110 0 0
Extraordinara kostnader RR77120 0 0
Bokslutsdispositioner

Erhélina koncernbidrag TU7713332 0 0
Lamnade koncernbidrag TU7713331 -271732 -227 097
Forandring av periodiseringsfond TU771313 0 0
Forandring av 6veravskrivningar TU771323 -82 087 -73 439
Ovriga bokslutsdispositioner TU771343 0 0
Summa bokslutsdispositioner TU771303 -353 819 -300 536
Resultat fore skatt RR77135 18 900 5172
Skatt pa arets resultat RR77140 294 0
Ovriga skatter RR77150 0 35
Arets resultat RR78000 19 194 5207
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Balansrakning Tillgangar

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

TILLGANGAR (tkr) 2020 2019

Tecknat men ej inbetalt kapital BR71100 0 0
Immateriella anlaggningstillgangar

Balanserade utgifter fér forskning- och utvecklingsarbeten och BR71211 0 0
liknande arbeten

Koncessioner, patent, licenser och varumarken BR71212 0 0
Hyresratter och liknande rattigheter BR71213 0 0
Goodwill BR71214 0 0
Forskott avseende immateriella anlaggningstillgangar BR71215 0 0
Summa immateriella anlaggningstillgangar BR71210 0 0
Materiella anlaggningstillgangar

Eldistributionsanlaggningar och méatare NO500ED 1923552 1697 221
Elproduktionsanlaggningar NO500EP 0 0
Byggnader och mark NO500 7519 7 860
Inventarier, verktyg och installation NO5002 64 68
Maskiner och andra tekniska anléaggningar NO5001 0 0
Pagéaende nyanlaggningar och forskott avseende materiella NO5003 276 427 382 040
anlaggningstillgangar

Summa materiella anlaggningstillgangar BR71220 2 207 562 2087 189
Finansiella anlaggningstillgdngar

Andelar i koncernféretag BR71231 0 0
Fordringar hos koncernforetag BR71232 0 0
Andelar i intresseforetag BR71233 0 0
Fordringar hos intresseforetag BR71234 0 0
Andra langfristiga vardepappersinnehav BR71235 0 0
Lan till delagare eller narstdende BR71236 0 0
Andra langfristiga fordringar BR71237 698 500
Summa finansiella anlaggningstillgangar BR71230 698 500
Summa anlaggningstillgangar BR71200 2208 260 2 087 689
Varulager m.m

Ravaror och férnédenheter BR71311 0 0
Varor under tillverkning BR71312 0 0
Fardiga varor och handelsvaror BR71313 0 0
Ovriga lagertillgangar BR71316 4157 4870
Pagéaende arbete fér annans rakning BR71314 0 0
Forskott till leverantorer BR71315 0 0
Summa varulager m.m. BR71310 4157 4 870
Kortfristiga fordringar

Kundfordringar BR71321 40 182 60 647
Fordringar hos koncernforetag BR71322 0 0
Fordringar hos intresseforetag BR71323 0 0
Ovriga fordringar BR71324 1849 1567
Upparbetad men ej fakturerad intakt BR71327 0 0
Forutbetalda kostnader och upplupna intékter 10 |BR71325 70614 64 645
Summa kortfristiga fordringar BR71320 112 645 126 859
Kortfristiga placeringar

Andelar i koncernféretag BR71331 0 0
Ovriga kortfristiga placeringar BR71333 0 0
Summa kortfristiga placeringar BR71330 0 0
Kassa och bank

Kassa och bank BR71340 0 0
Redovisningsmedel BR71341 0 0
Summa kassa och bank BR71342 0 0
Summa omséttningstillgangar BR71300 116 802 131729
SUMMA TILLGANGAR BR71000 2 325 062 2219418
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Organisation: Kraftringen Nat AB

Balansrakning EK och Skulder

EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter &r 2020 2019
obligatoriska)

Bundet eget kapital

Aktiekapital BR72111 14 617 14 617
Ej registrerat aktiekapital BR721111 0 0
Uppskrivningsfond BR72113 0 0
Reservfond BR72115 2698 2698
Andra fonder BR72114 0 0
Inbetalda insatser och emissionsinsatser (endast for ek. for.) BR72116 0 0
Summa bundet eget kapital 11 |BR72110 17 315 17 315
Fritt eget kapital

Overkursfond BR72112 0 0
Balanserat resultat BR72121 46 737 41 529
Arets resultat RR78000 19 194 5207
Summa fritt eget kapital 11 |BR72120 65 931 46 736
Eget kapital BR72100 83 246 64 051
Obeskattade reserver BR72200 1173855 1091 768
Avséttningar

Avsaéttningar for pensioner och liknande forpliktelser BR72311 790 882
Avsaéttningar till skatter BR72312 0 0
Ovriga avsattningar BR72313 0 0
Summa avsattningar BR72300 790 882
Langfristiga skulder

Obligationslan BR72411 0 0
Checkrékningskredit BR72410 0 0
Skulder till kreditinstitut BR72412 0 0
Skulder till koncernféretag BR72413 0 0
Skulder till intresseforetag BR72414 0 0
Ovriga skulder BR72415 0 0
Summa langfristiga skulder 12 | BR72400 0 0
Kortfristiga skulder

Checkrékningskredit BR72510 0 0
Skulder till kreditinstitut BR72511 0 0
Forskott frdn kunder BR72512 0 0
Pagéaende arbete fér annans rakning BR72521 0 0
Fakturerad men ej upparbetad intékt BR72522 0 0
Leverantdrsskulder BR72513 39533 44 534
Vaxelskulder BR72514 0 0
Skulder till koncernféretag BR72515 799 869 785 161
Skulder till intresseforetag BR72516 0 0
Skatteskulder BR72517 0 0
Ovriga kortfristiga skulder BR72518 131 881 132 950
Upplupna kostnader och férutbetalda intakter 13 |BR72519 95 888 100 072
Summa kortfristiga skulder BR72500 1067 171 1062 717
SUMMA EGET KAPITAL OCH SKULDER BR72000 2 325 062 2219418
POSTER INOM LINJEN

Stéllda sakerheter och ansvarsférbindelser:

Panter och darmed jamforliga sékerheter som har stéllts fér egna BR72625 0 0
skulder och avsattningar, varje slag for sig

Ovriga stallda panter och darmed jamférliga sékerheter, varje BR72609 0 0
slag for sig

Ansvarsforbindelser BR72620 0 0
Ovriga ansvarsférbindelser BR72621 0 0
Berékning av sysselsatt kapital:

SUMMA TILLGANGAR BR71000 2 325062 2219418
- Justerade skulder BR75200 -1 319 166 -1 297 237
+ Réntebéarande skulder BR75300 790 882
= SYSSELSATT KAPITAL BR75000 1 006 686 923 063
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Kassaflodesanalys

rutan till héger.

Ar kassaflédesanalys ej tillamplig for féretaget, satt kryss i

Kassaflodesanalys (tkr) 2020 2019
Den I8pande verksamheten
Resultat efter finansiella poster RR76000 372719 305 708
Justeringar for poster som inte ingar i kassaflédet, m.m. KF112 80 444 77 374
KF1 453 163 383 082
Betald inkomstskatt KF113 294 35
Kassafléde frdn den I6pande verksamheten fore forandringar | KF110 453 457 383117
av rorelsekapital
Kassaflode fran férandringar i rérelsekapital:
Okning (-)/Minskning (+) av varulager KF121 713 -837
Okning (-)/Minskning (+) av rérelsefordringar KF122 11 924 14 534
Okning (+)/Minskning (-) av rérelseskulder KF123 -267 277 -123 705
Kassaflode fran den I6pande verksamheten KF120 198 817 273109
Investeringsverksamheten
Lamnade kapitaltillskott KF131 0 0
Lamnade koncernbidrag KF1311 0 0
Forvéarv av aktier i dotterféretag KF132 0 0
Avyttring av aktier i dotterforetag KF1321 0 0
Forvarv av rorelse/inkrdm KF133 0 0
Avyttring av rorelse/inkrdm KF134 0 0
Forvarv av immateriella anlaggningstillgangar KF135 0 0
Avyttring av immateriella anlaggningstillgangar KF136 0 0
Forvarv av materiella anlaggningstillgangar KF137 -198 618 -272 946
Avyttring av materiella anlaggningstillgangar KF138 0 0
Forvéarv av finansiella tillgangar KF139 -199 -163
Avyttring av finansiella tillgangar KF1391 0 0
Kassafléde frn investeringsverksamheten KF130 -198 817 -273 109
Finansieringsverksamheten
Nyemission KF141 0 0
Erhalina aktieagartillskott KF142 0 0
Utbetald utdelning KF145 0 0
Erhalina koncernbidrag KF146 0 0
Lamnade koncernbidrag KF147 0 0
Upptagna lan KF143 0 0
Amortering av 1an KF144 0 0
Forandring av checkrakningskredit KF148 0 0
Kassafléde fran finansieringverksamheten KF140 0 0
Arets kassaflode KF150 0 0
Likvida medel vid arets borjan KF160 0 0
Kursdifferens i likvida medel KF170 0 0
Likvida medel vid arets slut KF180 0 0
Specifikation av poster som inte ingar i kassaflodet:
Av- och nedskrivningar av tillgangar KF210 79 196 77 475
Realisationsresultat vid avyttring av anlaggningstillgangar KF220 1340 0
Avséttningar till pensioner KF230 -92 -101
Ovriga avsattningar KF240 0 0
Orealiserade valutakursdifferenser KF250 0 0
Andra ej likviditetspaverkande poster KF260 0 0
Summa poster som inte ingar i kassaflédet KF200 80 444 77 374
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Sarskild rapport ekonomiska data

Sarskild Rapport - ekonomisk information (samtliga uppgifter 2020 2019 2018 2017 2016

ar obligatoriska)

Intékter (tkr)

Intakter frAn abonnemang i inmatningspunkt TN620100 7201 7116 7012 6943 7164

Intakter frAn abonnemang i granspunkt TN620101 1301 1262 983 1417 1685

Intékter frAn hogspanningsabonnemang i uttagspunkt TN620200 124 481| 120907 | 106 955| 102005 89 723

Intékter fran lagspanningsabonnemang i uttagspunkt TN620300 670979| 641808| 587082 538363| 489682

Summa transiteringsintékter TN620 803962 771093| 702032| 648728 588254

Kostnader (tkr)

Kostnader for anslutning till dverliggande och angransande nét TN630150 0 0 0 0 0

Kostnader for abonnemang till 6verliggande och angrénsade nat TN630100 -152251| -191757( -176 795| -157 298| -132 018

Kostnader for inkdpt energi for att tacka natférluster TN630450 -24 703 -20 378 -23 398 -25 616 -28 456

Kostnader for egenproducerad energi for att tacka natforluster TN630451 0 0 0 0 0

Erséttning till innehavare av produktionsanlaggning fér inmatning av | TN630500 -12 021 -11 743 -10 434 -12 132 -9 964

el

Summa transitering och inkdp av kraft TN630 -188 975 -223878| -210627| -195046| -170 438

Kostnader for drift och beredskap inkl. sociala avgifter TN6302001 -22 944 -27 089 -24 580 -25 556 -28 186

Kostnader for forebyggande underhall TN6302501 -20 246 -16 104 -14 437 -15 357 -16 517

Kostnader fér matning och rapportering TN6303002 -34 375 -32 232 -35 256 -32 029 -34 185
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Sarskild rapport

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Sarskild Rapport - natkoncession for omrade inklusive 2020 2019 2018 2017 2016
ing&ende linjekoncessioner (samtliga uppgifter ar obligatoriska)
Anlaggningar

1.1 Ledningslangd lagspanning - oisolerad luftledning (km) TN610103 62 81 130 141 158
Ledningslangd Iagspanning - isolerad luftledning (km) TN610104 508 524 584 587 599
Ledningslangd lagspanning - jordkabel (km) TN610102 5313 5253 5 336 5219 5143

1.2 Ledningslangd hégspanning - oisolerad luftledning (km) TN610203 428 499 669 756 789
Ledningslangd hégspanning - isolerad luftledning (km) TN610204 257 256 269 258 244
Ledningslangd hégspanning - jordkabel (km) TN610202 2614 2534 2482 2307 2213
Total ledningslangd luftledning och jordkabel (berékning) 9182 9 147 9470 9 268 9 146

1.3 Natstationer inom omradet (antal) TN610301 2583 2 608 2716 2 646 2 585
Totalt installerad transformatoreffekt i natstationerna (MVA) TN610302 855 848 849 832 818
Meter ledning per natstation (berékning) 3555 3507 3487 3503 3538
Natabonnemang

14 Totalt antal abonnemang fér inmatning fran produktionsanlaggning TN610400 1531 1242 760 427 348
(antal)

1.5 Varav abonnemang fér smaskalig produktion lagspanning (antal) TN610502 1472 1181 705 374 295
Varav abonnemang for smaskalig produktion hégspanning (antal) TN610501 39 41 35 33 33

1.6 Abonnemang i granspunkt (antal) TN610600 39 29 29 30 30

1.7 Hoégspanningsabonnemang i uttagspunkt (antal) TN610700 30 121 121 121 123

1.8 Lagspanningsabonnemang i uttagspunkt (antal) TN610800 99 861 99895| 100526| 100021 99 636
Totalt antal abonnemang i uttagspunkt 99891| 100016| 100647 100 142 99 759
Total ledningslangd (meter) per abonnemang (berékning) 92 91 94 93 92
Overforing

1.10 | Natets sammanlagda abonnerade effekt (MW) - dverliggande och TN611001 430.00 427.00 427.00 412.00 413.00
angransande néat

1.11 | Sammanlagd maximal inmatad effekt (MW) till redovisningsenheten | TN611100 353.00 319.00 354.00 345.00 380.00

1.13 | Totalsumma inmatad energi till redovisningsenheten (MWh) TN6113010 [ 1928541 | 1936 678 | 1965476 1985 115| 1 973 653
Varav inmatad energi fr&n elproduktionsanlaggningar anslutna till TN611201 379216 387290 343411| 380501| 353352
redovisningsenheten (MWh)

1.12 |Vvaravinmatad energi frdn smaskaliga elproduktionsanlaggningar till | TN611200 98 843 87 457 81 805 91 706 75 606
redovisningsenheten (MWh)

Varav inmatad energi frAn mikroproduktionsanlaggningar till TN611300 9 287 6 777 2615 2158 1171
redovisningsenheten (MWh)

1.14 | Utmatad energi till slutkund - ldgspéanning (MWh) TN611303 |1142797|1163007|1232376(1217870( 1213 066
Utmatad energi till slutkund - hégspéanning (MWh) TN611304 603 779| 598414| 580822| 606941 603284
Utmatad energi i granspunkt (MWh) TN611305 108 425| 105153 82 361 86 764 80 587

1.15 |Arets néatférlust (MWh) TN611403 73 540 70 104 69 917 73 540 76 716

1.15.1 [ Under aret producerad energi for att tdcka natforluster (MWh) TN611402 0 0 0 0 0
Forbrukning per lagspanningsabonnent (kWh) (beréakning) 11 444 11 642 12 259 12 176 12 175

4 Nyckeltal

4.1 Antal abonnenter med avbrott 12 - 24 timmar TN641401 917 143 70 167 35

4.2 Antal abonnenter med avbrott langre an 24 timmar TN641402 154 1 3 2 5

43 Antal ersatta abonnenter med avbrott 12 - 24 timmar TN641411 917 143 70 167 35

4.4 Antal ersatta abonnenter med avbrott langre &n 24 timmar TN641412 154 1 3 2 5

45 Medellastfaktor TN641413 0.8246 0.7830 0.8285 0.8200 0.8500

4.6 Utnyttjningsgrad TN641414 0.0000
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Redovisnings- och varderings- principer

Tillaggsupplysningar (*=obligatoriska uppgifter)

* Redovisnings- och véarderingsprinciper:

Redovisning sker enligt ellagen (1997:857), férordningen om redovisning av natverksamhet (1995:1145) samt N&rings- och
teknikutvecklingsverkets foreskrift om redovisning av natverksamhet (1998:1). Redovisningen har uppréttats i enlighet med
arsredovisningslagen och BFNAR 2012:1 (K3). Tillampade redovisnings- och varderingsprinciper dverensstammer med féregaende ar.

RESULTATRAKNING

Intaktsredovisning

Nettoomséttningen omfattar forsaljningsintakter fran karnverksamheten, dvs. distribution av el och gas, anslutningsavgifter. Samtliga
intékter varderas till det belopp som influtit eller beréknas inflyta, dvs. med hansyn till rabatter och efter avdrag for moms och
energiskatter, och redovisas i posten Nettoomsattning.

Distributionsintékter intéktsredovisas vid leveranstidpunkten.

Leasing
Samtliga leasingavtal klassificeras som operationell leasing. Klassificering av leasingavtal gors vid leasingavtalets ingdende.
Minimilieaseavgifter enligt operationella leasingavtal dar foretaget ar leasetagare kostnadsfors linjart dver leasingperioden.

Koncernbidrag
Samtliga lamnade och erhélina koncernbidrag redovisas som bokslutsdispositioner.

BALANSRAKNING

Materiella anlaggningstillgangar

Materiella anlaggningstillgadngar redovisas som tillgang i balansrakningen om det &ar sannolikt att framtida ekonomiska fordelar som ar
forknippade med tillgingen sannolikt kommer att tillfalla féretaget och anskaffningsvardet kan matas pa ett tillforlitligt satt. Materiella
anlaggningstillgangar varderas till anskaffningsvarde med avdrag fér ackumulerade av- och nedskrivningar.

Korttidsinventerier och inventarier av mindre varde kostnadsfors [6pande.

| anskaffningsvardet ingar inkdpspriset och utgifter som ar direkt hanférbara till inkopet och syftar till att bringa tillgangen pa plats och i
skick for att utnyttjas i enlighet med féretagsledningens avsikt med forvarvet. Som direkt hanférbara utgifter hanfors utgifter for
leverans, hantering, installation och montering, lagfarter samt konsulttjanster.

Laneutgifter som ar direkt hanforliga till investeringar i anlaggningstillgdngar som tar betydande tid i ansprak att fardigstélla inraknas i
anskaffningsvardet under uppférandeperioden.

Anskaffningsvéardet reduceras med offentliga bidrag som erhallits for forvarv av anlaggningstiligdngar.

Tillkommande utgifter aktiveras endast om det &r sannolikt att de framtida ekonomiska fordelar som &r forknippade med tillgangen
kommer att komma foretaget till del och anskaffningsvardet kan beraknas pa ett tillforlitligt satt. Utbyte av komponenter raknas in i
tillgangens redovisade varde. Om inte kostnadsfors utgifter under det rakenskapsar som de uppkommer.

Reparationer och underhall kostnadsfors I6pande.

Varulagret varderas till 97% av anskaffningsvérdet.

* Avskrivningsprinciper:

Materiella anlaggningstillgadngar skrivs av linjart dver tillgangarnas eller komponenternas bedémda nyttjandeperiod. Avskrivningen
beraknas pa det avskrivningsbara beloppet vilket i de allra flesta fall utgors av tillgingens anskaffningsvérde. | ett fatal fall tas hansyn
till ett beraknat restvarde. Rattigheter som &r baserade pa avtal skrivs av 6ver avtalstiden.

Mark har inte ndgon begrénsad nyttjandeperiod och skrivs darfor inte av.

Foljande nyttjandeperioden tillampas:

Byggnader pa egen mark: 40 ar
Stationer och distributionsnét: 40 ar
Fjarravlasta elmatare: 10 ar
Styr- och dvervakningssystem: 7ar

Inventarier, verktyg och installationer: 5 ar

* Beskrivning av de principer som anvénts for att till natverksamheten fordela intikter och kostnader samt tillgéngar och skulder mm.:
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Redovisningsenhet nr: REL0O0886 Organisation: Kraftringen Nat AB

DiarieNr: 2021-101011 OrganisationsNr: 556228-1138
Redovisningsenhet:

Redovisnings- och varderings- principer

Tillaggsupplysningar (*=obligatoriska uppgifter)

Kraftringen N&t AB har for elnatsverksamheten tva redovisningsenheter, déar nedanstaende férdelning utgor andelen inom respektive
redovisningsenhet.

FORDELNING AV INTAKTER OCH KOSTNADER

Till elnatsverksamheten direkt hanforbara intakter och kostnader bokfors pa konteringsbegrepp for elnat. Kostnader gemensamma for
flera rérelsegrenar har férdelats enligt féljande:

*Lokalkostnader fordelas efter disponerad yta.

*VD/styrelse/administration/kundservice fordelas enligt uppskattad tidsétgang for arbetet.

*Qvrigt férdelas oftast efter andel i anlaggningsvérde.

* Arets skatt har fordelats efter &rets omsattning.

FORDELNING AV TILLGANGAR OCH SKULDER

*Verklig grund: | alla de fall dar det varit méjligt har verklig grund anvénds som férdelningsprincip. Det géller t ex alla
anlaggningstillgdngar, kundfordringar, leverantérsskulder, personalkostnader och interimposter.

*Andel av anlaggningstillgangar (91,85%): likvida medel och obeskattade reserver.

*Andel av omséttning 2020 (90,15%): koncernbidrag, moms och saldo skattekonto.

*Andel av antalet anstéllda (85,29%): personalrelaterade poster som ej kan bestammas enligt verklig grund, t ex upplupna
gruppforsékringar och Idneskatt.

*Andel av resultat 2020 (95,67%): prel F-skatt.

* Beskrivning av de principer som anvénts for intern prissattning av varor och tjanster som beror natverksamheten, mellan saval
koncernbolag som rérelsegrenar:

Internt utférda administrativa tjanster, saval inom féretaget som mellan koncernbolag, debiteras enligt verklig kostnad. Utférda
entreprenadarbeten mellan koncernbolag debiteras enligt marknadspris.

* Beskrivning av de metoder som anvants for gransdragning mellan underhallskostnader och investeringar:

Fordelning mellan underhallskostnad och reinvestering vid fornyelse av dldre ledningsnét och natstationer bedéms i varje enskilt
projekt och grundar sig pa det aktuella natets alder och standard. Utgifter for nybyggnad av ledningsnét och natstationer aktiveras
som investering i sin helhet.

Sarskilda handelser angaende leveranssakerhet (se Foreskriften under Sarskild rapport):

Ovriga upplysningar:

Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Not - Leasing

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Leasing

Beskrivning av vasentliga leasingavtal av materiella anlaggningstillgdngar som leasingtagaren har ingatt.

Redovisat varde per balansdagen for varje tillgdngsslag (tKr) 2020
Specificera:
TUL201 0
TUL202 0
TUL203 0
TUL204 0
TUL205 0
Totalt 0
Variabla avgifter som ingdr i periodens resultat (tKr) 2020
Specificera:
TUL302 0
TUL303 0
TUL304 0
TUL305 0
TUL306 0
Totalt 0
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 1-3

Noter till resultatrékning
1. Ovriga rorelseintakter (tkr) 2020 2019
Specificera:
Tjanster inom koncernen TU711513 277
Vinst vid avyttrring av matr anl.tillgang TU711523 160
Ovriga rorelseintakter TU711533 14

TU711543
Totalt 451 1265
2. Ovriga rérelsekostnader (tkr) 2020 2019
Specificera:

TU731343 0

TU731353 0

TU731363 0

TU731373 0
Totalt 0 0
3. Ovriga externa kostnader (tkr) 2020 2019
Specificera:
Tjanster inom koncernen TU731383 -100 483
Ovriga externa tjanster TU731384 -30 369
Ovriga externa kostnader TU731385 -14 607

TU731386
Totalt -145 459 | -145 352
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 4-7

Noter till resultatrékning

4. Medelantal anstallda 2020 2019

Méan TU731413 44 42
Kvinnor TU731423 14 12
Totalt TU731403 58 54
5. Ldner, andra ersattningar och sociala 2020 2019
kostnader (tkr)

Styrelse och VD TU731443 -1 000 -177
Ovriga anstéllda TU731453 -22 432 -21 901
Totalt TU731463 -23432 -22 678
Sociala kostnader TU731473 -10 071 -11 429
varav pensionskostnad TU731483 -2 453 -3834
varav pensionskostnad for styrelse och VD TU731493 -201 -179
Totalt I16ner och sociala kostnader TU731433 -33 503 -34 107
6. Resultat fran andelar i koncernforetag 2020 2019
och/eller intresseforetag (tkr)

Utdelning TU751113 0 0
Realisationsresultat vid avyttring av andelar TU751123 0 0
Nedskrivningar TU751133 0 0
Aterforda nedskrivningar TU751143 0 0
Ovrigt TU751153 0 0
Totalt TU751103 0 0
7. Ranteintakter och liknande intékter (tkr) 2020 2019
Ranteintékter fran koncernforetag TU751413 0 0
Ovriga ranteintakter TU751423 823 789
Ovrigt TU751433 0 0
Totalt TU771403 823 789
Signatur:
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 8-10

Noter till resultatrékning

8. Rantekostnader och liknande kostnader (tkr) 2020 2019
Rantekostnader till koncernforetag TU751513 0 0
Ovriga rantekostnader TU751523 -7 -10
Ovrigt TU751533 0 0
Totalt TU751103 -7 -10
9. Skatt pa rets resultat (tkr) 2020 2019
Aktuell skatt for aret TU771413 0 0
Uppldsning av avsattning for skatter TU771423 0 0
Uppskjuten skatt TU771433 0 0
Ovrigt TU771443 0 0
Totalt TU771403 0 0
Noter till balansrakning

10. Férutbetalda kostnader och upplupna 2020 2019
intékter (tkr)

Upplupna intékter natavgifter / fijarrvarmeforsaljning | TU713263 70 614 64 645
Ovriga interimsposter TU713293 0 0
Totalt TU713253 70 614 64 645
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Redovisningsenhet nr: REL00886 Organisation: Kraftringen Nat AB
DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Tillaggsupplysningar 11

Belopp vid &rets ingang 14 617 0 2698 0 0 41 530 5207 64 052

Resultatdisposition enligt
bolagsstamman:

Utdelning 0 0
Balanseras i ny rékning 0 5207 -5 207

Fondemission 0 0 0 0

Nyemission 0 0 0
Avskrivn. resp. forsaljn. av 0 0

uppskriven tillgang

Avrets resultat 19 194 19 194

Medlemsinsatser (ek. for.) 0

Forlagsinsatser (ek. for.) 0

Ovrigt 0 0 0 0 0 0 0 0

Belopp vid periodens utgang 14 617 0 2698 0 0 46 737 19194 83 246
Signatur: Checksumma: FC-9F-5C-9E
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DiarieNr: 2021-101011 OrganisationsNr: 556228-1138

Redovisningsenhet:

Tillaggsupplysningar 12-13

Noter till balansrakning

12. Langfristiga skulder (tkr) 2020 2019
Forfallotidpunkt, 1-5 ar fr&n balansdagen TU724163 0 0
Forfallotidpunkt, senare &n fem &r fran balansdagen | TU724173 0 0
Totalt TU724153 0 0
13. Upplupna kostnader och forutbetalda 2020 2019
intékter (tkr)

Forutbetalda intékter natavgifter TU725194 70776 73731
Ovriga interimsposter TU7251963 25112 26 341
Totalt TU725193 95 888 100 072
Signatur: Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Tillaggsupplysningar 14-16

Noter till resultat- eller balansrékning
14. Ovriga upplysningar 2020 2019
Specificera:
Skulder till koncernféretag TU727013 -271 597
restpost vid férdelning av verksamhetsgrenar TU727023 -528 272
TU727033 0
TU727043 0
Totalt -799 869 -785 161
15. Ovriga upplysningar 2020 2019
Specificera:
TU727053 0
TU727063 0
TU727073 0
TU727083 0
Totalt 0 0
16. Ovriga upplysningar 2020 2019
Specificera:
TU7270013 0
TU7270023 0
TU7270033 0
TU7270043 0
Totalt 0 0
Signatur:

2021-05-24 15:20

Organisation: Kraftringen Nat AB
OrganisationsNr: 556228-1138

Checksumma: FC-9F-5C-9E
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Redovisningsenhet nr: REL0O0886
DiarieNr: 2021-101011

Redovisningsenhet:

Organisation: Kraftringen Nat AB

Underskrifter

OrganisationsNr: 556228-1138

Revisorshanvisning (Obligatorisk uppgift)

Vart revisorsintyg betraffande denna arsrapport har avgivits den
2021

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor

Underskrifter Styrelse (Obligatorisk uppgift)

Underskrifter Styrelse (Obligatorisk uppgift)

Asa Svensson
Verkstéllande direktor och styrelseledamot

Karin Olholt
Styrelseledamot

Fredrik Fackler
Ordférande och styrelseledamot

Signatur:

2021-05-24 15:20

Checksumma: FC-9F-5C-9E
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[ {
  "agreementId" : "e1730770-be2d-11eb-ac37-a5809e318223",
  "agreementName" : "Årsrapport Kraftringen Nät elnät",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "Årsrapport Kraftringen Nät elnät.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "573591",
    "fileHash" : "e262739bbeac6167fb88f26ce9d731fed5cbb6f12df7a178e624e562469b1d57",
    "fileId" : "e9692540-be2d-11eb-a5e6-4760aa10b8bd"
  } ],
  "signees" : [ {
    "personName" : "Åsa Svensson",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Svensson",
    "personGivenName" : "Åsa",
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "personName" : "Karin Olholt",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Olholt",
    "personGivenName" : "Karin",
    "email" : "karin.olholt@kraftringen.se"
  }, {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  } ],
  "time" : "2021-05-26T16:29:09.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Linnea Lindberg",
    "orgName" : "Kraftringen Energi AB",
    "ipAddress" : "193.15.253.25",
    "orgNr" : "5561009852",
    "email" : "Linnea.Lindberg@kraftringen.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "bbb20030-be2e-11eb-bdb7-25b11a5cbd0e"
}, {
  "id" : "c56ead30-be2e-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-05-26T16:29:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "karin.olholt@kraftringen.se"
  } ]
}, {
  "id" : "fd38ae30-be30-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-26T16:45:18.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  }
}, {
  "id" : "0d130f80-be31-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-05-26T16:45:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.103.4"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  }
}, {
  "id" : "d7a81380-be36-11eb-8ed6-f351e0fbba72",
  "time" : "2021-05-26T17:27:12.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Åsa Svensson",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Svensson",
    "personGivenName" : "Åsa",
    "email" : "Asa.Svensson@kraftringen.se"
  }
}, {
  "id" : "e56d9e90-be36-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-26T17:27:35.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.88.34"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Åsa Svensson",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Svensson",
    "personGivenName" : "Åsa",
    "email" : "Asa.Svensson@kraftringen.se"
  }
}, {
  "id" : "fb1215f0-be36-11eb-bd96-29e87b44e177",
  "time" : "2021-05-26T17:28:11.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Åsa Svensson",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Svensson",
    "personGivenName" : "Åsa",
    "email" : "Asa.Svensson@kraftringen.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Åsa Svensson",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Svensson",
    "personGivenName" : "Åsa",
    "email" : "Asa.Svensson@kraftringen.se"
  },
  "signingMetadata" : {
    "personNr" : "196304222927",
    "personSurname" : "Svensson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "031c7f10-be37-11eb-814b-37b4c3961ebe",
    "personGivenName" : "Åsa Maria",
    "startDate" : "2021-05-26T15:28:25.388+0000",
    "transactionId" : "520fb936a67c62fe"
  },
  "time" : "2021-05-26T17:29:01.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "190b45e0-be37-11eb-bdb7-25b11a5cbd0e"
}, {
  "id" : "19e467d0-be37-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-05-26T17:29:03.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "karin.olholt@kraftringen.se"
  } ]
}, {
  "id" : "61f8d7c0-be3e-11eb-814b-37b4c3961ebe",
  "time" : "2021-05-26T18:21:10.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  }
}, {
  "id" : "69f9a3f0-be3e-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-26T18:21:24.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.87.49"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Fredrik Fackler",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Fackler",
    "personGivenName" : "Fredrik",
    "email" : "Fredrik.Fackler@kraftringen.se"
  },
  "signingMetadata" : {
    "personNr" : "197006020254",
    "personSurname" : "FACKLER",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "64b8e220-be3e-11eb-bd96-29e87b44e177",
    "personGivenName" : "FREDRIK",
    "startDate" : "2021-05-26T16:21:15.612+0000",
    "transactionId" : "1286fc4aa39e370b"
  },
  "time" : "2021-05-26T18:21:37.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.15.253.25"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "723cf760-be3e-11eb-8ed6-f351e0fbba72"
}, {
  "id" : "72e8eed0-be3e-11eb-8ed6-f351e0fbba72",
  "time" : "2021-05-26T18:21:39.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "karin.olholt@kraftringen.se"
  } ]
}, {
  "id" : "8978e4f0-bebd-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-27T09:31:22.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "karin.olholt@kraftringen.se"
  } ]
}, {
  "id" : "99d08c90-bebd-11eb-bd96-29e87b44e177",
  "time" : "2021-05-27T09:31:50.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.27.234"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karin Olholt",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Olholt",
    "personGivenName" : "Karin",
    "email" : "karin.olholt@kraftringen.se"
  }
}, {
  "id" : "aa2c2bd0-bebd-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-27T09:32:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.95.30"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Karin Olholt",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Olholt",
    "personGivenName" : "Karin",
    "email" : "karin.olholt@kraftringen.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Karin Olholt",
    "orgName" : "Kraftringen Nät AB",
    "personSurname" : "Olholt",
    "personGivenName" : "Karin",
    "email" : "karin.olholt@kraftringen.se"
  },
  "signingMetadata" : {
    "personNr" : "197210113986",
    "personSurname" : "OLHOLT",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9d802710-bebd-11eb-bdb7-25b11a5cbd0e",
    "personGivenName" : "KARIN",
    "startDate" : "2021-05-27T07:31:57.086+0000",
    "transactionId" : "72b98de8d6503f1b"
  },
  "time" : "2021-05-27T09:32:26.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "155.4.27.234"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "af96bcc0-bebd-11eb-8ef6-8f1a86022a1e"
}, {
  "id" : "b07dc160-bebd-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-27T09:32:28.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  } ]
}, {
  "id" : "b07e5da0-bebd-11eb-8ef6-8f1a86022a1e",
  "time" : "2021-05-27T09:32:28.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  }, {
    "email" : "peter.gunnarsson@se.ey.com"
  } ]
}, {
  "id" : "89630ba0-bec0-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-05-27T09:52:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "145.62.64.102"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  }
}, {
  "id" : "2c8b2ae0-bf7c-11eb-bd96-29e87b44e177",
  "time" : "2021-05-28T08:16:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }
}, {
  "id" : "387cbd00-c4d1-11eb-b834-bfeac67d03a2",
  "time" : "2021-06-04T03:07:23.000+0200",
  "eventId" : 41,
  "eventClass" : "agreement_rejected",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "timeout"
}, {
  "id" : "1b6237d0-c4d2-11eb-b834-bfeac67d03a2",
  "time" : "2021-06-04T03:13:44.000+0200",
  "eventId" : 54,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "rejectedbytimeout",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  }, {
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "karin.olholt@kraftringen.se"
  } ]
}, {
  "id" : "3ff7d440-c51a-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-06-04T11:50:09.000+0200",
  "eventId" : 80,
  "eventClass" : "agreement_expire_on_changed",
  "user" : {
    "personName" : "Linnea Lindberg",
    "orgName" : "Kraftringen Energi AB",
    "ipAddress" : "193.15.253.25",
    "orgNr" : "5561009852",
    "email" : "Linnea.Lindberg@kraftringen.se"
  },
  "type" : "web",
  "agreementPreviousExpireOn" : "2021-06-03T23:59:59.000+0200",
  "agreementExpireOn" : "2021-06-30T23:59:59.000+0200"
}, {
  "id" : "5f4784b0-c5e4-11eb-bd96-29e87b44e177",
  "time" : "2021-06-05T11:57:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.236.183.44"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  }
}, {
  "id" : "0d7bedf0-d00d-11eb-8e2e-2542d1e8ed61",
  "time" : "2021-06-18T10:13:24.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "peter.gunnarsson@se.ey.com"
  } ]
}, {
  "id" : "0d842b50-d00d-11eb-9b49-5b3e241a717d",
  "time" : "2021-06-18T10:13:24.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  } ]
}, {
  "id" : "f3400590-d037-11eb-bc2b-438f44ee4b1d",
  "time" : "2021-06-18T15:20:28.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197203284158",
    "personSurname" : "Gunnarsson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f73dc010-d037-11eb-aeff-15488a918680",
    "personGivenName" : "Lars Johan Peter",
    "startDate" : "2021-06-18T13:20:35.986+0000",
    "transactionId" : "becca3a2a7b13192"
  },
  "time" : "2021-06-18T15:20:56.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "03942ac0-d038-11eb-bc2b-438f44ee4b1d"
}, {
  "id" : "05c75e70-d038-11eb-bc2b-438f44ee4b1d",
  "time" : "2021-06-18T15:20:59.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "Asa.Svensson@kraftringen.se"
  }, {
    "email" : "Fredrik.Fackler@kraftringen.se"
  }, {
    "email" : "karin.olholt@kraftringen.se"
  }, {
    "email" : "Henrik.Rosengren@se.ey.com"
  } ]
}, {
  "id" : "cafdb530-d039-11eb-9b49-5b3e241a717d",
  "time" : "2021-06-18T15:33:40.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "85.235.12.146"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197902153357",
    "personSurname" : "Rosengren",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ce1184e0-d039-11eb-8e2e-2542d1e8ed61",
    "personGivenName" : "Pär Henrik",
    "startDate" : "2021-06-18T13:33:45.829+0000",
    "transactionId" : "8abcfa33e11e454d"
  },
  "time" : "2021-06-18T15:34:14.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "85.235.12.146"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "df7df7e0-d039-11eb-b1ea-312d2dff46ff"
} ]


[ {
  "agreementId" : "d368e760-be2f-11eb-bd96-29e87b44e177",
  "agreementName" : "Revisorsintyg Årsrapport elnät Kraftringen Nät AB",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "Revisorsintyg Årsrapport elnät Kraftringen Nät AB.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "50507",
    "fileHash" : "8f1ccc1ae552f216b310a17a6f2b192b49bf9374cbaced39891c411d64f3a413",
    "fileId" : "d91aba80-be2f-11eb-b377-c79e9ffdad8c"
  } ],
  "signees" : [ {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  } ],
  "time" : "2021-05-27T09:33:01.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Linnea Lindberg",
    "orgName" : "Kraftringen Energi AB",
    "ipAddress" : "193.15.253.25",
    "orgNr" : "5561009852",
    "email" : "Linnea.Lindberg@kraftringen.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "c429c420-bebd-11eb-bdb7-25b11a5cbd0e"
}, {
  "id" : "cae258e0-bebd-11eb-bdb7-25b11a5cbd0e",
  "time" : "2021-05-27T09:33:12.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  }, {
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  } ]
}, {
  "id" : "3bb049b0-c4d1-11eb-b834-bfeac67d03a2",
  "time" : "2021-06-04T03:07:29.000+0200",
  "eventId" : 41,
  "eventClass" : "agreement_rejected",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "timeout"
}, {
  "id" : "e20cc9f0-c4d1-11eb-b834-bfeac67d03a2",
  "time" : "2021-06-04T03:12:08.000+0200",
  "eventId" : 54,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "rejectedbytimeout",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  }, {
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "email" : "Linnea.Lindberg@kraftringen.se"
  } ]
}, {
  "id" : "2e38fb80-c51a-11eb-bd96-29e87b44e177",
  "time" : "2021-06-04T11:49:40.000+0200",
  "eventId" : 80,
  "eventClass" : "agreement_expire_on_changed",
  "user" : {
    "personName" : "Linnea Lindberg",
    "orgName" : "Kraftringen Energi AB",
    "ipAddress" : "193.15.253.25",
    "orgNr" : "5561009852",
    "email" : "Linnea.Lindberg@kraftringen.se"
  },
  "type" : "web",
  "agreementPreviousExpireOn" : "2021-06-03T23:59:59.000+0200",
  "agreementExpireOn" : "2021-06-30T23:59:59.000+0200"
}, {
  "id" : "1a861840-d00d-11eb-b1a9-5fc601528bcf",
  "time" : "2021-06-18T10:13:46.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "Henrik.Rosengren@se.ey.com"
  } ]
}, {
  "id" : "1a8ccf00-d00d-11eb-b1ea-312d2dff46ff",
  "time" : "2021-06-18T10:13:46.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "peter.gunnarsson@se.ey.com"
  } ]
}, {
  "id" : "bb3714e0-d037-11eb-aeff-15488a918680",
  "time" : "2021-06-18T15:18:54.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Peter Gunnarsson",
    "orgName" : "EY",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197203284158",
    "personSurname" : "Gunnarsson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "bed968f0-d037-11eb-bc2b-438f44ee4b1d",
    "personGivenName" : "Lars Johan Peter",
    "startDate" : "2021-06-18T13:19:01.253+0000",
    "transactionId" : "194fb9d521b17d03"
  },
  "time" : "2021-06-18T15:19:22.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "cb79d4f0-d037-11eb-b1a9-5fc601528bcf"
}, {
  "id" : "cc87c280-d037-11eb-b1a9-5fc601528bcf",
  "time" : "2021-06-18T15:19:23.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Linnea.Lindberg@kraftringen.se"
  }, {
    "email" : "Henrik.Rosengren@se.ey.com"
  } ]
}, {
  "id" : "5e1c1020-d984-11eb-b1ea-312d2dff46ff",
  "time" : "2021-06-30T11:20:10.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "145.62.64.97"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Henrik Rosengren",
    "orgName" : "EY",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197902153357",
    "personSurname" : "Rosengren",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "679c5060-d984-11eb-9b49-5b3e241a717d",
    "personGivenName" : "Pär Henrik",
    "startDate" : "2021-06-30T09:20:26.679+0000",
    "transactionId" : "3be0e167d656e54f"
  },
  "time" : "2021-06-30T11:20:55.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "145.62.64.97"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "78eef9d0-d984-11eb-8e2e-2542d1e8ed61"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.
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o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA

11





"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
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more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs
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o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.
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o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA
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"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
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more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs
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o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.

Reference documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.
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The parts that should be validated and covered by this and other references documents are:

e Container validation
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* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?
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Overview Gives an overview of the Egreement agreement
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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